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DISCOVER con�guration weaknesses and standardize OS con�gurations based on selected security frameworks. Strengthen the 

security posture of your organization and reduce the risk of a breach, without impacting end users.

UNDERSTAND  the rationale behind speci�c security con�guration recommendations and how miscon�gurations and errors in 

system settings across computing environments can open up attack opportunities for threat actors.

MITIGATE  con�guration weaknesses based on scan results and identify and control con�guration drift over time by comparing 

current scan results with historical data. Maintain a consistently strong cybersecurity posture.

MANAGE secure systems con�gurations over time to reduce cyber risk, create operational environment and meet security and 

industry-speci�c compliance requirements like PCI DSS,  HIPAA, CCNA, GDPR, etc.

The Power of CYRISMA

CYRISMA uses the Center for Internet Security's (CIS) Critical Controls and DISA's Secure 

Technical Implementation Guides (STIGs) as the benchmarks for secure con�guration 

scanning to protect both commercial and government entities against breaches. The 

systems being scanned are put through hundreds of tests under different policy categories 

and assigned performance graded based on miscon�gurations and close security gaps, and 

the functionality to create and execute mitigation plans from within the CYRISMA 

platform.

CYRISMA's secure baseline scans can be performed on all version of Windows, Linux and 

Mac operating systems (OS). Users can choose between scans based on CIS Controls and 

DIS STIG and deep dive into con�guration settings tied to speci�c policy categories like 

network security, password policy, WLAN settings, group policy, etc. 

In addition to hardening OS con�guration and reducing risk, organizations can use 

CYRISMA's secure baseline scans to identify con�guration drift, improve change 

management and meet compliance requirements.
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