
Version 2.42 Release Date: November 14, 2023

The CYRISMA 2.42 release includes bug �xes, minor UX enhancements, and feature updates including the 

brand new Industry Comparison feature. Industry comparison enables users to compare their cyber risk 

posture with that of other organizations within the same industry.  They can also see speci�c comparison stats 

under each of CYRISMA's core assessment categories.

Admin

Compliance

Integrations - Added a button that veri�es established credentials•

Scan Agents - Edit existing scan agent modal- in the last 5 tasks completed section: the seconds column of 

the timestamp is now capped at two places

•

Scan Agents - HTML tags no longer appear in the 'Running Task' column of Agent Status•

Scan Agents - In the Provision New Agents modal, the 'Type' drop-down menu is now working•

Targets - On the 'update existing target' form, the 'Security Apps Discovered' �eld is no longer showing 

HTML tags

•

Targets - Target Scan Summary modal- root cause table now has a pager which displays all results•

Targets - Target by OS- the 'IOS' button has been renamed to 'macOS'•

Targets - On the 'Add A New Target' form, the 'Submit Updates' button is now 'Submit'•

Targets - The Network Discovery Scan Results modal is no longer showing HTML tags•

Targets - The Network Discovery Scan Results modal now has a select all checkbox•

Users - When updating a user, entering a password is no longer required to submit changes. The 'show 

password' & 'generate password' actions have been added

•

Users - When updating a user, the 'Email' �eld now only accepts email formats•

AD Monitor Results - Users in Domain modal-  The 'All Users' drop-down �lter is now working correctly•

AD Monitor Results - Computers in Domain modal - The 'All Computers' drop-down �lter is now working 

correctly

•

Industry Comparison - Feature Implemented•
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Dark Web

Dashboard

Data Scan

Mitigation

Added a 'Status' column to Dark Web Monitors that shows if a Domain is pending validation or validated•

Upon validating a domain, the user is now shown a success message and is no longer redirected to the login 

page

•

While editing a monitor, the 'Domain Name' �eld is now read only•

Fixed an issue where submitting multiple IP addresses would cause an error•

Compliance Tracker - Now has a button linking to 'Industry Comparison'•

Compliance Tracker Modals - Now displaying all applicable standards•

In the Financial Impacts modal, currency values are now capped at two places past the decimal•

The Target Risk Matrix modal now displays 'scanned' targets by default•

Residual Risk Cost modal - The option to switch the slider from 'Y' to 'N' in the 'Reduce your residual risk 

cost by addressing these factors' section is disabled. To transition the slider to 'N', users are required to click 

the trashcan icon

•

Scan History - Mitigation plan names are no longer showing Scan IDs•

Scan History - In the 'Top 5 locations with' section, the drop-down menu selection 'Most Sensitive Files' is 

now spelled correctly

•

Create a Mitigation - In the various scan history sections- after clicking the '…' button to create a mitigation 

plan, the scan name now correctly populates in the 'select scan name' drop-down

•

My Mitigation Plans - Drop-down �lters are now working correctly•

My Mitigation Plans - Vulnerability Scan plan modal- Table sections that show vulnerability severities with 

number/letter ratings and colors no longer appear to be clickable

•

My Mitigation Plans - In the Mitigation Summary modal, corrected some grammar issues•

My Mitigation Plans - Added �lter to sort by scan type•
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Report Builder

Secure Baseline

Sidebar Menu

Site-Wide

Vulnerability Scan

The functionality for emailing a Secure Baseline report is now operating correctly•

Schedule a scan - Group scans now have of�ine delay functionality•

When this menu is collapsed, hovering over an icon now displays its name.•

When this menu is collapsed, the Agent Status icon is now present•

Cleaned up pop-up messaging after clicking submit on the following pages: Admin-Users, Admin-

Departments, and Admin-System

•

Donut charts percentages are now displayed in the chart legends in the various scan histories, scans in 

progress pages, and mitigation review pages

•

Schedule a Scan pages - Scan names must now be unique•

Reference links within modals now display the URL address they are linking to upon mouse-over•

Scan History - Reference Links found in the host vulnerability summaries of Internal Unauthenticated and 

External Scans now are formatted like the Reference Links found in Internal Authenticated scans

•

Schedule a Scan - In the 'Scheduled Vulnerability Scans' table, the 'Next Scan' column is now considering 

the year when sorting

•
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