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CYRISMA Version 2.109.1.140 feature releases and

updates

NEW FEATURES

Duration Reports for Data Sensitivity 2.109.1.140

Users can now generate duration-based reports (30, 60, 90, 180, 365 days) for data
sensitivity, providing insights into identified risks, mitigated issues, and outstanding concerns
to support informed security planning.

Duration Reports for Secure Baseline

Secure baseline scans now support duration reports, allowing users to track historical trends
and improvements over 30, 60, 90, 180, and 365 days, ensuring continuous monitoring and
structured reporting.

Remediation Status in Vulnerability Duration Reports

Vulnerability duration reports now include remediation status, tracking remediated
vulnerabilities, unresolved issues, and newly discovered risks, providing clear visibility into
security progress.

FIXES IN USER EXPERIENCE AND FUNCTIONS

Admin

Custom Regex/Keywords - Improved Custom Regex/Keywords Page - Submission failures
now display correct error messages instead of false success notifications. Added a tooltip

explaining score values for better risk assessment.

Departments - Fixed Save Button Behavior in Departments Page - The Save button is now
properly enabled or disabled based on field input.
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Scan Agents - Added Toast Messages for Scan Agent Provisioning - Users now receive
success or failure notifications when provisioning scan agents.

Scan Agents - Updated Agent Download Email Content - The agent download email now
includes the missing Linux/Debian installer link and updated knowledge base links.

Targets - Removed Unnecessary Validation for Disabling or Deleting Targets - Users can now
disable or delete targets without needing to fill out irrelevant fields, streamlining target
management.

Targets - Network Discovery Results - Fixed Toast Messages for Target Merging - Users now
see correct error messages when merging fails or no targets are selected.

Targets - Secure Baseline Profile Dropdown Now Reflects Supported CIS Benchmarks -
Removed outdated "(not yet supported!)" text for clarity.

Compliance
Compliance Assessment - Fixed "Select Filter" Issue in Pending Tasks. Selecting multiple
dropdown options no longer makes the filter disappear, and answered questions remain

unchanged.

Compliance Assessment - Fixed an issue where the 'Reassign' dropdown for assigned
Questions did not reset to 'Select' after canceling or closing the confirmation modal.

Industry Comparison - Standardized Capitalization & Formatting in Industry Comparison -
Headings and comparison summaries now follow consistent formatting for better
readability.

Data Scan

Scan History - Updated Field Labels in O365 Email Scan Results - Renamed "Number of Files

Scanned" to "Number of Messages Scanned" and "Number of Bytes Scanned" to "Number of
Sensitive Messages" for better clarity.
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Mitigation

My Mitigation Plans - Added CVE-ID Column to Internal Authenticated Mitigation 'Review &
Perform an Action' page, making it easier to track vulnerabilities.

My Mitigation Plans - Fixed Spelling and Formatting in Suppress Justification - Corrected
"Suppress" spelling and improved formatting for Secure Baseline Mitigation Plans.

Quick Start

Applied Domain Validation to Quick Start Dark Web Setup - The Quick Start form now
validates domain names to prevent invalid entries.

Site-wide

Scanin Progress - Fixed Scan Progress Loader - Only the affected scan’s loader will spin
when pausing or resuming instead of all scans simultaneously.

Vulnerability Scan

Dashboard - Fixed a Ul display issue in the Vulnerability Dashboard's Active Vulnerability
Scans section.

Scanin Progress - Added CVE-ID Column to Internal Authenticated scans in progress. The
Vulnerability Results Table now includes a CVE-ID column, allowing users to reference

vulnerabilities while a scan is ongoing.

Scanin Progress - Fixed "Total' Column Display in Scans in Progress - The Total column now
correctly displays the number of vulnerabilities found.

=K info@cyrisma.com &5 www.cyrisma.com Q) (585) 6202496

3



